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Fig. 1  Architecture of the system
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Fig.2 The information access framework
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Fig.3  Subject-object correlation
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An application layer access control model based on gradational
security protection in an office automation system

ZHANG TianBai WANG Jing

(College of Information Science and Technology, Beijing University of Chemical Technology, Beijing 100029, China)

Abstract: Nowadays the access control in a security office automation (OA) system focus on three layers of the In-
ternational Standards Organization (ISO) seven-layer architecture, namely the physical layer, the network layer
and the application layer. Here new methods are adopted in a model where the system architecture is composed of
Client/Server (C/S) and Browser/Server ( B/S) , such as the improved role-based access control (RBAC) method
with a correlation between the subjects and objects of the access course, the subdivision and restriction of adminis-
trator users, an integrated audit to database, as well as the distributed storage of the audit logs. Discriminating be-
tween the objects in the access control process in this way affords gradational security protection to national stand-
ards, and offers operational benefits.

Key words: gradational security protection; security OA system; role-based access control; access audit



