4% 3
2014 4F

JEeAL T AL ( I ABIE )
Journal of Beijing University of Chemical Technology (Natural Science) 2014

Vol.41, No.3

—ME T WKIT A HTH HTTP K 5 ja i 15 2

HEN MR F#HT
(e TR fFREBASH RSB, Jbat 100029)

& E. T HTTP YT L5015 B A T RENE Pl 43 R 46 22 2 W45 R e R, J BB I 28 4 i — AN B R
B, A X HZ R DREA R AR FE R AR AT R BT e BT, B B ZER S 6 S 4547 M RFIE , 45 & R H
JZ2 IS Davies —Bouldin F8EUHN k-means BISH L T —FAR DA R SEPL T HTTP ARG, 250 FRH,

1% HTTP A Th G AR R T SR A 8 1R R AR
KW . ARG 5 MEEAT A HTTP
B 43S TP393.08

7=

Wit 5 E I X )3 K, X 2 AL AR A i AR AN W
(3G Z | NG A B Ry BB P 2 4 R EE R R, R
H R — AL iz % B 5 A A
BERAEAEL R E 1) 2 0E FAE T B RO TE 32
M NN, A2 FE EVLAIE 3N, 51 U2 3 1 s
A , @& e FAR K,

LA AR SR vk E B4 S B T
(AT A T ah AW ik . B TR o
IR P RS R AR B B B MR T 8 K A e
BRI AEHE LUK IO i 60 R 5 9 A8 B KB AR 1
BT EhER I EE R TR ST R, HETAT R
() 3 AT 55 B4 ) 2 40 B AL L, BB 6% 4R 1 X R AR
FRERR  BARAR 5 AT DIE b s 76 5% 05 vk
MO B R EE SRR (E B TR 18 A7 i R B
ALBIAT RARE . B TAT oAy, FEA T
RGWAT R T R4 94T R AT, B R G4 T
SARBUERE R K eI AT g e, Li 42 Sl
UG S i I SN i e 1K (= o1 | N S S 2
FRAE, ffFH k-means BEZ057 VKGR 55 ; Nari 2517 42
B 2 3 At Y 18 T2 B (4 DNS | HTTP
SMTP 45 ) KA P 2547 A 1], fifi FH J48 P 3Bk Xof

Weks B, 2013-06-28

LW H . PR @R IEAEL S5 5% (221311)
W—VE# B 1972 AR B

ENNCEYN

E-mail; wanj@ mail. buct. edu. cn

MR, ARE RS HTTP PhGt
FTM4538 15, Rossow 25 FEXT 10 JT A A AE R
BAUFREA I b 2B, A 58. 6% RYREAM T
HTTP MM, 73T W47 R 73 ik il HTTP K 5
J5 T, Ding 250 3EF C4. 5 AR BUBIE TR Y 21 A4
GEHHRREAG I HTTP BE38 , NGV R C4.5 B
DA BAEAT M AT ARSI HTTP F% 38 A | Perdisci
U {2 R SR 2 v ok AR R 445 A7 kg R AIE X6
LT HTTP YRS AR T I 2847 Ry 25 44 32 11
PEATFRGIN AR L b33k 6 T vk A7 A ARSI ot 52 45 kg o
— Bl R ARSI X G 91 R a2 e X A [ A

AR SCR T L8 AT R 43 T 09 7 0F 58 HTTP
KE SEE T HTTP UMUK S R 2847y, %
FIRI 84T MAAEFI k-means B8 28 J7 15 82 57 K 461
BAY ) A AL A S 45 15 A HEA T hR e, SR
AL

1 HTTP R Z W 54T X 41

FF HTTP Yh L A ] ] GET Jy ik A%
il RS B, 3038 LS E0R T8 2O AC 5 it 1 17 B
{5 B g il i, RS, POST ikl AR 5
Ui AR ERA T 485 S R o B 326 3809 il o, A I RE 1Y
T 3 S IX AS I bt ) 42

AR SCN AT LA 7 43 B A5 SR I W 2847
fiE,

D) AERE I EE, B 1 EET HTTP Ml iy
K F 5l AR B AT 60 s 3o Fi oK D 5 3 50 AT
GET J5ikil R AN & vU i B xf tu e, X &
I HTTP A 36 5K i — ek A8 [ 1 JLAS L, i 5

hitp://www.journal.buct.edu.cn



53 39

DAYV . —FhIET AT BT HTTP AR S A e 7 - 115 -

AR FFIER AT B2

30

—— k1

—a WM mf““m

ANEEGET LML
5 @ 8B R

n
T

30 40 50 60

0
N ENS
B 1 ARO5EE®RT GETHRMAEE
DU N LA

Fig.1 Comparison of the number of Trojan and

normal program’ s different GET pages
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A model of an HTTP-based Trojan detection based on
network behavior analysis

YI JunKai LIU JianMin  WAN Jing

(College of Information Science and Technology, Beijing University of Chemical Technology, Beijing 100029, China)

Abstract; HTTP-based Trojans which can avoid detection by a network security monitoring system are a major
threat to internet security. In this paper we obtain six characteristics that can represent the network behavior of such
Trojans through analyzing and comparing the network behavior of HTTP-based Trojan and normal program samples.
We propose a model for Trojan detection that utilizes a single-linkage hierarchical clustering algorithm, the Davies —
Bouldin index and a k-means clustering algorithm. The results show that the model of Trojan detection is suitable for
detecting Trojans with high accuracy and low false positive ratios.

Key words: Trojan detection; network behavior; HTTP
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