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Fig.1 A simple DDoS attack diagram
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//IMAPIR A2

CommandLine cmd ;

cmd. Parse (arge, argv) ;

/RN AT

NodeContainer n;

n. Create(270) ;

// B E AR R A

PointToPointHelper p2p;

p2p. SetDeviceAtiribute ("DataRate”, StringValue
("50Mbps”) ) ;

p2p. SetChannelAttribute (" Delay”, StringValue
(2ms") )5

/) VA T T B A

NetDeviceContainer netsert0 = p2p.
(serr0) ;

NetDeviceContainer netrlrll = p2p. Install
(rlrll);

/BB ATR I a1

CsmaHelper csma;
SetChannelAttribute ("
StringValue ("100Mbps”) ) ;

csma. SetChannelAttribute ("Delay”, StringValue

Install

csma. DataRate”,

("Tms"))
/) BCE AT R AT A
NetDeviceContainer netrQTord = csma. Install
(10Tord ) ;
NetDeviceContainer netrl 1ton132 = csma. Install

(rl1tonl32) ;

//EE 1P Hihl .

Ipv4 AddressHelper ipv4 ;

ipv4. SetBase ("10.1.1.0", "255.255.255.0") ;

Ipv4InterfaceContainer i =  ipv4.
(netserr0) ;

/) ST RN N P 150 AR 55 25 1 A e [ R
2RI

uintl6_t port =9

Assign

UdpEchoServerHelper server ( port) ;

ApplicationContainer apps = server. Install (n.
Get(0));

apps. Start (Seconds (1.0) ) ;

apps. Stop (Seconds (10.0) ) ;

//H

CsmaHelper: : EnablePcapAll

tion”, false) ;
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Fig.2 Comparison of the behaviour distribution diagrams
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Fig.3 Entropy detection diagram
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A method for detecting distributed denial of service
attacks based on behavior distribution

ZHAO Ying HUANG WenYu

(College of Information Science and Technology, Beijing University of Chemical Technology, Beijing 100029, China)

Abstract: A distributed denial of service (DDoS) attack is a common network attack and it is difficult to prevent.
A DDoS attack usually generates a huge amount of packages in a very short time and exhausts the resources of the
host and network which are attacked. Consequently, DDoS attack is a great threat to the stability of high — speed
networks. Many studies have shown that the attack packages are generated by one or several functions. Therefore,
the attack packages always share some features that valid packages do not have. This paper introduces the concept
of behavior distribution. When suspicious flows arrive at a server, the software calculates the differences in their be-
havior distribution. If the difference is lower than the threshold, it is deemed a DDoS attack. Otherwise, it is a val-
id access. The NS-3 experimental results indicate that this method can effectively distinguish a DDoS attack from a
valid access and thus contain an attack as soon as possible.

Key words: DDoS attack; behaviour distribution; difference in behaviour distribution; entropy detection



