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Software security vulnerability detection approach
based on datic analysis

SUN Qian® GONG Yunzhan® YANG ZhaoHong’*
(1. College of Information Engineering; Beijing Univerdty of Posts and Telecommunications, Beijing 100876 ;

2. College of Computer Science and Technology , Beijing Univerdty of Posts and Telecommunications, Beijing 100876 ;

3. Department of Information Engineering, Academy of Armored Force Engineering, Beijing 100072, China)

Abgtract : Static analyds can find security vulnerahilities by automatically deriving information about the behav-
ior of oftware. Comparing with other program analyss methods, static analyss method can detect security vul-
nerabilities automatically and effectively. Thispaper introduces the fault pattern of security vulnerahility in Java
language , and then presents the main static analys's methods and other two gpeciad methods. Lastly , some popu-

lar toolsfor detection of security vulnerability are listed.
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