34 1 Vol.34, No. 1
2007 JOURNAL OF BEWING UNIVERSITY OF CHEMICAL TECHNOLOGY 2007
( 710071)
Lyuu
: TP309
, , k-
' [4-7] Lyuu @
IBM NEC Sony Philips —+ W02
L W02
CD
1
1 a221 rl|r2| ,ra ln11n21
) ’ na ] H
: H=r(modn) ,i=1,2, ,a
i H' ’
, H=H (modnyiny ny)
H
1994 Fat M a
, Chor (2] H= iZ riXi(rmdN)
' N = n, Xi = yi(N/ n)
, iEl | | yl |
k- - Fitzmann'® yi(N/ nj) =1(modn;) .
2
20060923 x=b(modn) ,1<i<a
(60373104/ 90604009) : ged (ni, mj) bi - by,
1979 ’ (i,j)(l<si<j<a); N =Ilcm(ny, nz,

E mail : yfych @eyou. com

Na) , gcd



1 . 99 .
() Jdem( ) dqi Ny
3 N=niny ng , Ny =0(modn;)
A(N) =lem(®(n1) ,¢(n2), ,¢(nd)), ri(i= [ :
1,2, ,a n; , X = ,
ri(modn;) ,1<i<a A(N)
g i=1,2, Kk, :
4 di,d2, ,dy,gcd(pi-1,p-1) 1 a; =B modN;, Ni = N/ n;,
di - d, dy dy = N=mninz ng;
v 2 X
iZ diN;yimodN , c:
i=1,2, ,v,N=lecm(ny-1,n,-1, 3 C
n-1) ,Ni=N/(ni-1),Ny =1(modn; - 1) X, [
1 Diffie- Hellman : g, (6) 9 n(i=1,2,
J.d, k) ¢ A(N) =2aqq
g” Ok » 9 Zn H  A(N), H
01 , Q%lz
2 Lwoz2 Diffie- Hellman
(1)
KGC 4 , t
N Lk , g = g
i I n=2qg +1,q (modny) ,i=1,2, ,t, di, dz,
d; dy,
: n<n< <n, N=
k
no nos 3
3
(2) , 1 2
i di 3.1 1
an KGC Bi, ), Bi = g modn, L W02,
k Ho:{0,1} * ~Zn
KGC B = iZBiNiyimodN, Ni = N/ nj, (1)
Niyi =1modni (1< i < k) (gB.,N) i d  Zn
B =B (modn) : Bi=g%modn, KGC Bi.
(3 ni) KGC BGi m)
X Zn, bs {0,1, , | no=2q+1,q
ni- 1} r, no < ng KGC B =
z1=g'modN , z; = B 'modN K
C= (2. 22) iZBiNiyimodN, N; = N/ nj, Niy; = 1modn;
(4) (1<i<k (gB.N)
C=(z1,20), (2
x = z,(z%) " *modn X Zn, DS {0,1,
(5) ng- 1} r,



. 100 - 2007
z1 = X ©Ho(g'modno) modn; , zo =B "'modN ,
C=(z1,22) :
(3) L W02 ,
C=(z1,22) , '
-1
x =21 @Ho(((z5 ) modn;) modnp) 4
(4) )
L W02 , '
Diffie- Hellman , '
, C=(2z1,22)
. ’ C=(21,25), L W02
z 7, o~ ’ (71, 722)
.1 L W02 . '
ji=1,2, ,k, ( DS
3.2 2
(1
L W02 , K
1, (Ni,yi),i=1,2, Kk, zZ1= giNjy;+ $ g'Niyi modN
EC-,-) ( AN
128bit-AES ) ,D(-,-) z’2:[ xg’Edijyj + ngridiNiyJ mod N
H:{0,1} * -{0,1}'*® %]
(1) X, ri,r,r,(i=1,2, Jk;iZj)
, rZ rj;
( 5min) s (2) C =(71,72) ,
Xirl!rZI !rk anv 5
k
Z1 = Z griNiyimodN
T L W02 ,
Z2 =S VZBiriNiyilTDdN
ks= H(s) '
C=(z1,22) (
(2) ) ’ ’
C=(z1,22),
ks= H(s) = H((z2(z1) ~ %) mod ) ’
(z1,22)
[1] FIATA,NAOR M. Broadcast encryption[C]  Proceed
' ingof CRYPTO 93. LNCS1109. Berlin: Sringer-Ver-
! ! lag, 1994 : 480 - 491.
(3) [2] CHORB, FIATA, NAOR M. Tracing traitors [C]
, 2 LWo02 ) Proceeding of CRYPTO' 94. LNCS 839. Berlin:
Diffie Hellman : Sringer-Verlag, 1994 : 257 - 270.



- 101 -

[3]

[4]

(5]

[6]

PFITZMANNB. Tridsof Traced Traitors [C] Ad-
vancein CRYPTO’ 96. LNCS 1174. Berlin: Sringer-
Verlag, 1996: 49 - 63.

BONEH F M. An dficient public key trator tracing
sheme [C]  Proceeding of CRYPT' 99. LNCS 1992.
Berlin: Springer-Verlag, 1999: 338 - 353.
KIYAIASA, YUNG M. Breaking and repairing asynm-
metric publickey traitor tracing [C] ACM Workshop
on DRM 2002. LNCS 2696. Berlin: S$ringer-Verlag,
2002: 32 - 50.

CHABANNE H, PHAN D H, POINTCHEVAL D.

(7]

(8]

Public traceability in traitor tracing schemes [C]  Ad-
vancein CRYPTO’ 05. LNCS 3494. Berlin: Sringer-
Verlag, 2005: 542 - 558.

MCGREGORJ P, YIQUNL Y, RUBYB L. A trator
tracing scheme based on RSA for fast decryption[ C]
Proceeding of ACNS 2005. L NCS 3531. Berlin: $ringer-
Verlag, 2005: 56 - 74.

LYUU Y D, WU Mingun. A fuly publickey traitor
tracing scheme[J]. WSEA Transaction on Gircuits 1,
2002(1) :88 - 93.

New public-key traitor tracing schemes using chinese
remainder theorem
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Abstract : An analyssof the eficiency and security of the Lyuu-Wu traitor tracing (L W02) scheme is present-
ed, and two improved public-key traitor tracing schemes based on Chinese remainder theorem are proposed.
Compared with the originad scheme, the proposed schemes can save dmost haf of the broadcasting communicar
tion bandwidth and als enhance the security of the sysem. In addition, both schemes have the advantages of
fast revocation and good holding properties as well as black-box tracing capability.
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