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intrusion detection system
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intrusion detection principle
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Table 1 Types, quantities and proportions of the training set
el Kok A/ %
Normal 67 343 53.46
Dos 45927 36. 46
Probe 11 656 9.25
R2L 995 0.79
U2R 52 0.04

2 MK EEmZEN Ko 5

Table 2 Types, quantities and proportions of the test set

251 B Ll %
Normal 9711 43.08
Dos 7458 33.08
Probe 2421 10. 74
R2L 2754 12.22
U2R 200 0. 89
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Fig.7 Model accuracy for different participants
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Table 5 Classification effect of the CNN-FL model in the

binary classification experiment
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Fig.9 Detection accuracy of the binary classification

model for the training set and test set
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Fig. 10  Performance comparison chart of each

model in the binary classification test
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Table 6 Classification effect of the CNN-FL model in the

five-category experiment

1E# iRIIEEES

Bl Normal Dos Probe R2L U2R
Normal 9278 152 267 4 10

Dos 938 6398 93 8 21
Probe 216 107 2095 3 0

R2L 1969 10 0 772 3

U2R 152 0 9 5 34

KT ARG R A AR PR A 515 4 [l R
Table 7 Detection accuracy and recall ratio of

different attack types

Bz K%/ % AR/ %
Dos 95.97 85.79
Probe 85.02 86.53
R2L 97. 47 38.95
U2R 50. 00 17.00
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Fig. 11 Accuracy of each model in the
five classification test
4 HRE

A RORE NN T ag Rl s S uY e e =g Rl M ]

AR R DL B e 2 AR A A I A, A SR
T CNN-FL W 2% 55 R AL AY . ¢ CNN-FL 45 7Y
S 5 RESKAA TN SR s I 455 =, R
S AT 380 B e B A OGBS NI OR3P T 45 d e B
[ S} A R T BRI D B e 2 AR HHie ) [l A,
S5 R CNN-FL B EL A 58 K AR A T 222 45
1, A BN 243 S rh 5 HAT 3 i M MERR 2% RS 1
BRI L TAEGE R 53207, TEAKER T AR
WK — AR R BB 24 2T A FH AR, T o S
WIHEAZ W 45 (LSTM ) | R[] 416 FF 44 25 B 26 ( KL (1]
RNNs) SFUR B 2 2] Bk SR 4 ST RIS 4 7 W 2%
S RN AT 43 SR RE

SE

[1] SANTORO D, ESCUDERO-ANDREU G, KYRIAKO-
POULOS K G, et al. A hybrid intrusion detection system
for virtual jamming attacks on wireless networks [ J].
Measurement, 2017,109. 79 —87.

[2] ABBEST, BOUHOULA A, RUSINOWITCH M. Protocol
analysis in intrusion detection using decision tree[ C ] //
International Conference on Information Technology: Cod-
ing & Computing. Las Vegas, 2004 .29 -34.

[3] DUTTA V, CHORAS M, PAWLICKI M, et al. A deep
learning ensemble for network anomaly and cyber-attack
detection[ J]. Sensors, 2020, 20(16) ; 4583.

[4] KARIMIPOUR H, DEHGHANTANHA A, PARIZIR M,
et al. A deep and scalable unsupervised machine learning
system for cyber-attack detection in large-scale smart
grids[J]. TEEE Access, 2019, 7. 80778 —80788.

[5] Z=mize, k7 DU ke iy 23k ()], R
HLRLFIRFSE , 2015,32(3) :641 - 646.

LI S H, ZHANG J. Summary of Bayesian network struc-
ture learning [ J ]. Computer Application Research,
2015,32(3) :641 —646. (in Chinese)

(6] TEW], 28 HT PP RIZE 0 N 25 AL 2 58

[J]. fERZARI, 2017, 26(11) ;32 - 36.
WANG M, LI J. Network intrusion detection system
based on convolutional neural network [ J]. Information
Security Research, 2017, 26 (11); 32 - 36. (in Chi-
nese )

[7] YINCL,ZHU Y F, FELJ L, et al. A deep learning ap-
proach for intrusion detection using recurrent neural net-
works[ J]. IEEE Access, 2017, 5. 21954 —21961.

(81 ‘RIEH, 2, S0, 55, IREEMZMZIFITILRT ST
ZEAR[T]. HHENLEIR, 2018, 41(8) ;1861 —1881.
ZHU H M, LI P, JIAO L C, et al. A review of parallel-



%2 B SR BT T 10 R 4 S A - 99 -

ization of deep neural networks[ J]. Chinese Journal of Neural Computation, 1989, 1(4) . 541 —-551.

Computers, 2018, 41(8) :1861 —1881. (in Chinese) [13] ZEikMs. FTHL ™% 2 B EOR B AT 5T 5
[9] YANG Q, LIUY, CHEN T J, et al. Federated machine H[D]. AR TR K2, 2018.

learning: concept and applications [ J]. ACM Transac- LI Z P. Research and applications on multi source data

tions on Intelligent Systems and Technology, 2019, 10 attack detection based on neural network [ D]. Chengdu;.

(2).12. University of Electronic Science and Technology of China,
[10] MALLE B, GIULIANI N, KIESEBERG P, et al. The 2018. (in Chinese)

more the merrier-federated learning from local sphere rec- [14] WANG W, ZHU M, WANG J L, et al. End-to-end en-

ommendations[ M ] // HOLZINGER A, KIESEBERG P, crypted traffic classification with one-dimensional convo-

TJOA A, et al. Machine learning and knowledge extrac- lution neural networks [ C] // 2017 IEEE International

tion. Charm: Springer, 2017, 367 —373. Conference on Intelligence and Security Informatics
[11] KONECNY J, MCMAHAN B H, YU F X, et al. Federa- (ISI). Beijing, 2017 .43 —48.

ted learning: strategies for improving communication effi- [15] LIZ P, QIN Z, HUANG K, et al. Intrusion detection

ciency[ EB/OL]. [2017-10-30]. arXiv;1610.05492. using convolutional neural networks for representation
[12] LECUN Y, BOSER B, DENKER J S, et al. Backpropa- learning[ C ] // International Conference on Neural Infor-

gation applied to handwritten zip code recognition[ J]. mation Processing. Guangzhou, 2017 . 858 —866.

Network anomaly detection based on federated learning

ZHAO Ying WANG LiBao CHEN JunJun TENG Jian

(College of Information Science and Technology, Beijing University of Chemical Technology, Beijing 100029, China)

Abstract; With the rapid development of information technology, network security has become a hot issue in cur-
rent research. As the basis of network security, current network anomaly detection technology has problems such as
low detection accuracy, high false alarm rate and lack of label data. This paper proposes a network intrusion detec-
tion classification model ( CNN-FL) that combines federated learning and convolutional neural networks, which ef-
fectively solves the problems caused by multiple participants training a global model without sharing private data.
The model does not need to collect the data required for model training for centralized calculation, since it only
transmits encrypted gradient-related data, thereby realizing the use of multi-source data to collaboratively train the
same model and solve the problem of lack of label data. We applied the model to both binary classification and mul-
tiple methods, and conducted experiments, comparisons and analyses on the same benchmark data set ( NSL-
KDD). The experimental results show that compared with other methods, our CNN-FL classification model has
higher performance and classification accuracy in both binary classifications and multiple classifications.
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